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SUBJECT: PROPOSAL THAT PNEUMATIC TUBE DOCUMENT TRANSMISSION SYS- 
TEM BE INSTALLED BETWEEN TWO BUILDINGS IN EMBASSY COMPOUND 



REF: S/KAG-1B. PARA 5009 

1. CHIEF, MILITARY EQUIPMENT DELIVERY TEAM CAMBODIA (CHMEDTC) HAS 
PROPOSED INSTALLATION OF A PNEUMATIC TUBE SYSTEM FOR THE DELIVERY OF 
MESSAGES BETWEEN THE EMBASSY C&R AREA AND THE MEDTC ADMINISTRAT- 
IVE OFFICE. THE JUSTIFICATION IS THAT A TUBE SYSTEM WOULD RESULT 

IN A MAJOR SAVING OF LABOR WHICH MEDTC ADMINISTRATIVE PERSONNEL 
PRESENTLY EXPEND CARRYING THEIRY LARGE VOLUME OF TELEGRAPHIC 
TRAFFICE AND INTRAMISSION PAPERWORK TO AND FROM C&R. IT WOULD 
ALSO SIGNIFICANTLY SPEED UP THE MOVEMENT OF PAPER. THESE ARE 
PARTICULARLY WEIGHTY CONSIDERATION IN PHNOM PENH WHERE, OWING TO 
THE LIMITATION OF OUR NUMBERS BY LEGISLATIVE ACTION, WE MUST 
TAKE EVERY MEASURE TO REDUCE WORK LOADS OF OUR HARD PRESSED 
PERSONNEL.MEDTC HAS AGREED TO FUND, PROCURE AND INSTALL THE 
PROPOSED NEW SYSTEM. 

2. C&R IS LOCATED ON THE THIRD FLOOR OF THE CHANCERY, WHEREAS 
MEDTC IS SITUATION ON THE GROUND FLOOR OF AN ANNEX IN THE CHANCERY 
COMPOUND. THERE IS AN OPEN SPACE OF APPROXIMATELY 40 YARDS 
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BETWEEN THE TWO BUILDINGS. THE COMPOUND IS A CONTROLLED-ACCESS 
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AREA; HOWEVER, LOCAL NATIONAL EMPLOYEES HAVE UNESCORTED ACCESS. 

3. MEDTC PROPOSES USING THIS TUBE FOR PASSING BOTH CLASSIFIED 
AND UNCLASSIFIED TRAFFICE. BOTH TERMINALS WOULD BE LOCATED IN 
AREAS TO WHICH ONLY CLEARED U.S. PERSONNEL OVE ACCESS. MEDTC 
PROPOSES TO MAINTAIN SECURITY OVER CLASSIFIED MATERIAL BY HAVING 
THE SENDER TELEPHONE BEFORE SENDING A TUBE THROUGH AND BY HOLDING 
THE LINE OPEN UNTIL THE TUBE IS RECEIVED. 

4. THE RESIDENT REGIONAL SECURITY OFFIVER HAS NO OBJECTION BUT HE 
POINTS OUT THAT HE HAS NO RULES OR CRITERIA ON WHICH TO BASE A 
CLEARANCE FOR THIS KIND OF PROPOSAL. THE RECOMMENDS THAT THE TUBE 
BE PLACED UNDERGROUND BETWEEN THE TWO BUILDINGS AS AN ADDED MEAS- 
URE OF SECURITY. WE WOULD ANTICIPATE THAT THE TUBE WOULD RUN DOWN 
THE OUTSIDE OF THE CHANCERY FROM THE THIRD FLOOR TO THE GROUND. 

5. ACTION REQUESTED: THAT THE DEPARTMENT APPROVE INSTALLATION OF 
THE PNEUMATIC TUBE SYSTEM AS SOON AS POSSIBLE. 

ENDERS 



CONFIDENTIAL 



NNN 



Declassified/Released US Department of State EO Systematic Review 30 JUN 2005 




Declassified/Released US Department of State EO Systematic Review 30 JUN 2005 



Message Attributes 



Automatic Decaptioning: X 

Capture Date: 01 JAN 1994 

Channel Indicators: n/a 

Current Classification: UNCLASSIFIED 

Concepts: n/a 

Control Number: n/a 

Copy: SINGLE 

Draft Date: 26 NOV 1973 

Decaption Date: 01 JAN 1960 

Decaption Note: 

Disposition Action: RELEASED 
Disposition Approved on Date: 

Disposition Authority: elyme 
Disposition Case Number: n/a 
Disposition Comment: 25 YEAR REVIEW 
Disposition Date: 28 MAY 2004 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1973PFINOM13050 

Document Source: CORE 

Document Unique ID: 00 

Drafter: n/a 

Enclosure: n/a 

Executive Order: GS 

Errors: N/A 

Film Number: n/a 

From: PHNOM PENH 

Handling Restrictions: n/a 

Image Path: 

ISecure: 1 

Legacy Key: linkl 973/newtext/tl 9731 1 13/aaaaajio. tel 

Line Count: 80 
Locator: TEXT ON-LINE 
Office: ACTION OC 

Original Classification: CONFIDENTIAL 
Original Handling Restrictions: n/a 
Original Previous Classification: n/a 
Original Previous Handling Restrictions: n/a 
Page Count: 2 

Previous Channel Indicators: 

Previous Classification: CONFIDENTIAL 
Previous Handling Restrictions: n/a 
Reference: S/KAG-1 B, PARA 5009 
Review Action: RELEASED, APPROVED 
Review Authority: elyme 
Review Comment: n/a 
Review Content Flags: 

Review Date: 21 NOV 2001 
Review Event: 

Review Exemptions: n/a 

Review History: RELEASED <21 -Nov-2001 by shawdg>; APPROVED <04-Jan-2002 by elyme> 

Review Markings: 

Declassified/Released 
US Department of State 
EO Systematic Review 
30 JUN 2005 



Review Media Identifier: 

Review Referrals: n/a 
Review Release Date: n/a 
Review Release Event: n/a 
Review Transfer Date: 

Review Withdrawn Fields: n/a 
Secure: OPEN 
Status: NATIVE 

Subject: PROPOSAL THAT PNEUMATIC TUBE DOCUMENT TRANSMISSION SYS- TEM BE INSTALLED BETWEEN TWO BUILDINGS IN 

EMBASSY COMPOUND 

TAGS: ACOM, ASEC 

To: STATE 

Type: TE 

Markings: Declassified/Released US Department of State EO Systematic Review 30 JUN 2005 



Declassified/Released US Department of State EO Systematic Review 30 JUN 2005 




